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Prepare for the worst,Prepare for the worst, dondon’’t hope for the bestt hope for the best

Peter Pu ( ), Vice President ( ) , BSI 
peter.pu@bsigroup.com

Content

� Risk Awareness

� Information Security & Risk Management

� Information Security & Regulation
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(Expect the unexpected)

�

�

The future of Management 
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2014 :
� :
� : (-5%, -36%)

(+2%) (+5%, -5%)
( , -36%)

�
�
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Phishing Activities Trends Report
Q1 2008- APWG (Anti-Phishing Working Group)

�

�

�
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2008 Internet Security Threat Report

Malicious Codes
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Malicious Codes

�
USB

�

� 2008 -

� MP3
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Foxy

World Standards Day

�

�
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Management SystemsManagement Systems

Information Security
�Security Policy
� Systems Development 
� Information Backup
� Access Controls
� Network technology

Organization Management

Finance

Quality

HR

Environment

CSR

S.H.E

Others

Customer
Satisfaction

BCMBCM
(Business Continuity (Business Continuity 

Management)Management)

Operational Risk
risk that deficiencies in information systems or internal controls will 
result in unexpected loss

,

NOTE :This risk is associated with human error, system failures and 
inadequate procedures and controls.



IM, NTU - 27 Oct. 2009

9

Competitiveness
� Effectiveness
� Efficiency
� Process Improvement

� Effectiveness
� Efficiency
� Process Improvement

� Quality
� Security
� C.I.A

� Quality
� Security
� C.I.A

� CBA (Cost/ Benefit Analysis)
� ROI
� IRR

� CBA (Cost/ Benefit Analysis)
� ROI
� IRR

SOA
Service-
Oriented
Architecture

Policy
&

Objectives

Resources 
&

Processes

Review 
&

Monitoring

Continuing 
Improvement

Supplier

Supplier

Customer

Customer

Faster – Effectiveness & Efficiency

Doing things rightDoing things right

Doing the right thingsDoing the right things
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Better-
2008.03.15

(
)

� ( ):
� 90.7
� 67.5
� 170

� 21.9
� 20.2 ( )
� 51.8

Customer ACustomer A

Customer BCustomer B

Customer CCustomer C

Supplier A Supplier A 

Supplier BSupplier B

Supplier CSupplier C

Better – Quality &  Information Security
SOA
Service-Oriented Architecture
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2007

System 
Integration

Service Level 
Management

ValueValue
Accounting, 
Budgeting & Costing

Capacity 
Management

Cheaper– Minimum the Cost and Maximum the Service

Service Service 
Delivery Delivery 

ProcessesProcesses
ResolutionResolution
ProcessesProcesses

Relationship Relationship 
ProcessesProcesses

Control Control 
ProcessesProcesses

Release Release 
ProcessesProcesses

IT Value

Service Delivery
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ProceduresProceduresProcessesProcessesResponsibilitiesResponsibilitiesSecurity PoliciesSecurity Policies

Data Protection Data Protection 
and Privacy and Privacy 
of Personal of Personal 
InformationInformation

ISMSISMS

RequirementsRequirements

Protection Protection 
ofof

Organization Organization 
RecordsRecords

IPRIPR

Compliance

Strategy
� A Strategy is a long term plan of action designed to achieve a 

particular goal.

� Strategy is differentiated from tactics or immediate actions with 
resources at hand by its nature of being extensively premeditated, and 
often practically rehearsed. 

� Strategies are used to make the problem easier to understand and
solve.

� The word derives from the Greek word strat gos, which derives from 
two words: stratos (army) and ago (ancient Greek for leading).
Strat gos referred to a 'military commander' during the age of 
Athenian Democracy.

� Strategy is about choice, which affects outcomes.
From Wikipedia



IM, NTU - 27 Oct. 2009

13

Importance of Addressing the Problems

: ITGI, IT Governance Global Status Report-2008
1=not important, 5 =very important

ISMS
Risk Assessment

Policies People

CISO

Secretary ISO SO

Organization of 
Security

Incident 
management

Access Control BCM

Procedures

ISMS Methodology

Effectiveness of controls

ISMS Controls

: ISMS
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359 )

�

� 5 20

�

�
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�
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362 )

�

� 5 20

�

�

�

�
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(2008/06/18)

•

(
)

•
2001 (53% ) 40%

•
2000

•

� : ,
; ,

� :

�

� :
:

�
�
�
� IT

Contribution 
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IT Governance
(ISO38500)

Service Delivery
& Quality

Security

Compliance

� Standards
� ISO 20000 (24%) – the 

highest percentage
� ISO 9000 
� ISO 27000
� BS 25999
� ISO TR13335
� ISO/IEC12207
� ISO/IEC 19770-1  

� Best practices
� ITIL
� COBIT
� CMMI
� IT Balanced 

Scorecard (BSC)
� Six Sigma
� PRINCE 2
� Other

� ASL Application 
Services Library

� MOF
� Sourcing

35IT Governances
Standard/ Best Practice

IT

Thanks

If your organization isIf your organization is not safe,not safe,

your future is not secure!your future is not secure!


