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Phishing Activities Trends Report

Q1 2008- APWG (Anti-Phishing Working Group)

Password Stealing Malicious Code URLSs
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2008 Internet Security Threat Report

Command- Malicious| Spam |Attack
Current|Previous|Country/ Current | Previous | Bot |and-Control Code |Zombies| Origin
Rank | Rank |Region Percentage |Percentage| Rank | Server Rank| Rank Rank

1 1 China 38% A42% 1 2 1 1 1 1
2 2 South Korea 14% 149% 3 1 2 5 2 2
3 4 Taiwan 12% 12% 2 3 5 2 4 3
4 3 Japan 8% 13% 4 4 4 3 6 4
5 5 India 6% 7% 11 11 13 2 9 16
6 6 Australia 5% 5% 5 5 4 10 5
7 7 Thailand A% 4% 9 6 11 3 9
8 8 Malaysia 494 2% 6 7 7 7 7 7
g 9 Singapore 2% 2% 7 8 10 9 51
10 10 Fhilippines 2% 1% 8 10 14 8 8 8

Table 1. Malicious activity by country, APJ
Source: Symantec Corporation
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Virus Warm Back door Trojan
Type
Figure 2. Malicious code types, APJ and Global
Source: Symantec Corporation
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Malicious Codes

Top Second
Reporting Reporting
Country/ Country/
Type Region Region
1 Gampass Trojan China Taiwan M/ A Steals anline gaming
passwords
2 Fujacks Waorm/virus India China CIFS Maodifies HTML files
3 Mumawow Virus China Taiwan CIFs Downloads other threats
Gammima Waorm Taiwan Australia CIFS Steals online gaming
passwords
5 Looked Worm/virus Taiwan China CIFS Disables security
applications
] Rontokbro Worm India China SMTP Performs DoS attacks
7 Metsky Waorm Japan Singapore SMTP Logs keystrokes
8 Fubalca Waorm/virus China Japan CIFS Downloads other threats
and modifies HTML files
9 Looked.P Worm/virus Taiwan China CIFS Disables security
applications
10 Adclicker Trajan China Australia N/ A Clicks advertisements

to generate revenue

Table 10. Top 10 regional malicious code samples, APJ
Source: Symantec Corporation
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Information Security
QSecurity Policy

QO Systems Development
Q Information Backup

O Access Controls

O Network technology BC M

(Business Continuity
Management)

Prganization Management
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risk that deficiencies in information systems or internal controls will
result in unexpected loss
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NOTE :This risk is associated with human error, system failures and
inadequate procedures and controls.
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B Security
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Better - Quality & Information Security

SOA:
Service-Oriented Architecture
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Cheaper-— Minimum the Cost and Maximum the Service

Service Level

System
Integration

Capacity
Management
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Service Delivery
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Service
Delivery

elationship | Resolution Control Release
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Compliance
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Security Policies Responsibilities Processes Procedures
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Strategy

B A Strategy is a long term plan of action designed to achieve a
particular goal.

B Strategy is differentiated from tactics or immediate actions with
resources at hand by its nature of being extensively premeditated, and
often practically rehearsed.

B Strategies are used to make the problem easier to understand and
solve.

B The word derives from the Greek word stratégos, which derives from
o words ETSTE Gy e a0 Grert Creek Toreaoay]
Stratégos referred t0 a military commander’ during the age o
Athenian Democracy.

B Strategy is about choice, which affects outcomes.

From Wikipedia
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Importance of Addressing the Problems

4.2

Security and privacy incidents, perhaps invalving peaple, infrusion, etc.

Serious IT aperational incidents i

Problems with autsourcers
IT service delivery problems

A disconnect betwaen IT strategy and business strateqy

I 2007
B 2005
[ 2003

Inadequate disaster recovery or business continuity measures (DRP/BCP)

IT not meeting nor supporting compliance requiremeants

Electronic archiving or storage problems

Lack of agility/development problems

Prablems with document content or knowledge management ¢
I I I I I I
34 35 36 37 38 39 4 44 42 43 ]

ZRlHE: ITGI, IT Governance Global Status Report-2008 - - .
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« Standards

highest percentage

= ISO/IEC 19770-1

= 1SO 20000 (24%) — the

IT Governances

Standard/ Best Practice
BERTARBICRITSHEZEEREAETR

= Best practices

Compliance

= ITIL
Security ~ * COBIT
= CMMI

P 1509000 g ovice Delivery - IT Balanced

= 1SO 27000 & Quality | Scorecard (BSC)
- BS 25999 - Six Sigma

- 1SO TR13335 e - PRINCE 2

- ISO/IEC12207 - Other

35

= ASL Application
Services Library

= MOF
= Sourcing
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If your organization is not safe,

your future is not secure!

7% 'Bringing out
& the bestin your
organization

Thanks
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